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INTRODUCTION

The following guide illustrates how to activate the VPN connection to the UNITUS network, which is
necessary to access the services available only from the university network.

1. Download the client (this step will only have to be done the first time or at each change of
computer)

a. Open your browser and type the address:

https://software.watchquard.com/SoftwareDownloads?current=true&familyld=a2RVr000000bJASMAM

b. You get the following page:
@ﬁchGuard'

SUPPORT CENTER

Software for Mobile VPN with SSL

SOFTWARE HOME ~ MOBILE VPN WITH SSL

* Latest Mobile VPN with SSL Software Mobile VPN with SSL
WatchGuard Mobile VPN with SSL Software
Mobile VPN with SSL 12.11.2 for Windows ﬁ
Released 02/27/2025 - SHA1 21db025d8caT 3030658400004 78830338654 1ea

Mobile VPN with SSL 12.11.2 for MacOS
Released 0312772025 - SHAT b30TF1 260205228b6f0f30037 052 133da3020a0e

Previous Software for Mobile VPN with SSL devices ==

c. Download the appropriate software version for your operating system (download for Windows
or Mac)
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1. INSTALL THE SOFTWARE AND START THE CONNECTION WINDOWS
COMPUTER - WATCHGUARD SOFTWARE

INSTALLATION
a. Start the previously downloaded installer.
b. Accept the default settings and move forward according to the screenshots below:

Select Destination Location Cd
Where should Mobile VPN with 550 client be installed? W

} » Setup will install Mobile VPN with SSL client into the following folder.

To continue, click Mext.  you would like to select a different folder, click Browse.

C-\Program Files'\WatchGuard"WatchGuard Mobile VPN with S5

At least 5,5 MEB of free disk space is required.

< Back MNext = Cancel

Welcome to the Mobile VPN with
SSL dient Setup Wizard

i This will install WatchGuard Mobile VPN with SSL client 11.7.3
/| onyour computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

@atchGuard' I

et ] _cmoa |
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c. Click Continue

W~ Setup - Mobile VPN with SSL client

Select Components -
wWhich components should be installed? W

Select the components you want to install; clear the components you do not want to
install. Click Mext when you are ready to continue.

Full installation

Required Files

Tap driver

Current selection requires at least 7.6 MB of disk space.

< Back Cancel
d. Click Continue

Wi~ Setup - Mobile VPN with SSL client

>
Select Start Menu Folder -
WWhere should Setup place the program’s shortcuts? ')

=] Setup will create the program's shortcuts in the following Start Menu folder.
—

To continue, click Next. If you would like to select a different folder, click Browse.

‘atchGuardMobile VPN with SSL client]

Browse...

e. Atthe end, it is advisable to choose to add a shortcut icon on the desktop.

Setup - Mobile VPN with S5L client = =] x]
Select Additional Tasks -
Which additional tasks should be peformed? W

Select the additional tasks you would like Setup to perform while installing Mobile VPN
with S5L client, then click Next.

Addttional icons:
¥ Create a deskiop icon
™ Create a Quick Launch icon

I

< Back Mext > Cancel
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f. Click Install

W~ Setup - Mobile VPN with SSL client — >
Ready to Install -
Setup is now ready to begin installing Mobile WPN with SSL client on your W
computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\WatchGuard\watchGuard Mobile VPN with SSL

Setup type:
Full installation

Selected components:
Required Files
Tap driver

Start Menu folder:
WatchGuard\Mobile VPN with SSL client

< Back Cancel
g. Click Finish

W Setup - Mobile VPN with SSL client -

Completing the Mobile VPN
with SSL client Setup Wizard

Setup has finished installing Mobile VPN with SSL client on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

Launch Mobile VPN with SSL client

START THE VPN CONNECTION PROGRAM

h. After starting the previously installed program, enter the credentials:
o For TEACHERS, RESEARCHERS, DOCTORAL STUDENTS and TA STAFF:

m Server: sslvpn.unitus.it
m username unitus.it\xxx where xxx is the part before @ in the institutional email

m Password: the same as email

F |
W WatchGuard Maobile VPN with S5L *
WatchGuard
Firebox SSL
I |55van.unitus.it j
[ Authenticate with SAML
User name: | unitus.it\nomeutente
Password: | *******%|
W Automatically reconnect
| Connect | Cancel
Version 12.11.2 (Build 713343)
A
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o For STUDENTS:
m  Server: sslvpn.unitus.it
m username xxx where xxx is the tax code or name.surname (i.e. the username of

the student portal)
m Password: the same as the student portal
-
W WatchGuard Mabile VPN with 55L >
WatchGuard
Firebox SSL
T | sslvpn.unitus.it j

[ Authenticate with SAML

User name: | nomeutente

LR

Password:

W Automatically reconnect

| Connect | Cancel

Version 12.11.2 (Build 713343)

i. Click Connect
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2. INSTALL THE SOFTWARE AND START THE CONNECTION MAC COMPUTER -
WATCHGUARD SOFTWARE

INSTALLATION

a. Start the installer previously downloaded by double-clicking on WG-MVPN-SSL.dmg

b. A volume called WatchGuard Mobile VPN will be created on the desktop, open that volume and
inside the WatchGuard Mobile VPN volume, double-click on WatchGuard Mobile VPN with
SSL Installer V15.mpkg: the installation will start

c. Accept the default settings for subsequent screens

d. Complete the installation

e. If necessary, enable the WatchGuard Technologies Inc. extension from System Preferences,
Security, and Privacy.

Consenti app scaricate da:

App Store
O App Store e sviluppateri identificati

E stato bloccato il caricamento del software di sistema dallo sviluppatore Consenti
“WatchGuard Technologies Inc..

.

EE Faiclic sul lucchetto per impedire ulteriori modifiche. Avanzate... ?
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START THE VPN CONNECTION PROGRAM

J. After starting the previously installed program, enter the credentials:
o For TEACHERS, RESEARCHERS, DOCTORAL STUDENTS and TA STAFF:
m  Server: sslvpn.unitus.it
m username unitus.it\xxx where xxx is the part before @ in the institutional email
m Password: the same as email

'@T' WatchGuard Mobile VPN with 550 - |
WatchGuard
Firebox SSL
Server- |sslvpn_unitus.it j

[~ Authenticate with SAML

User name: | unitus.itynomeutente

Password:

v Automatically reconnect

| Connect | Cancel

Version 12.11.2 (Build 713343)

A

o For STUDENTS:
m Server: sslvpn.unitus.it
m username xxx where xxx is the tax code or name.surname (i.e. the username of
the student portal)
m Password: the same as the student portal

W WatchGuard Mobile VPN with S50 x
WatchGuard
Firebox SSL
e |sslvpn.unitus.it j

| Authenticate with SAML

User name: | nomeutente

LR R

Password:

W Automatically reconnect

| Connect | Cancel

Version 12.11.2 (Build 713343)

A

k. Click Connect
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3. USING OPENVPN (FOR WINDOWS PC’S WITH PROBLEMS USING THE
WATCHGUARD CLIENT) — INSTALLATION AND CONFIGURATION

DOWNLOAD THE OPENVPN PROFILE

a. Open your browser and type the address:

https://usic.unitus.it/downloads/ovpn/

b. You get the following page:

Area riservata - Universita degli Studi della Tuscia

USIC - DOWNLOADS - OVPN - ver. last

version

2 omeutente@unitus.it

a Rk AR

c. Enter your credentials (the same as the email service).

d. Check your email inbox, open the message from 'estanza-noreply@unitus.it' and click on the
'Download File' link to download the configuration file

Dowload File OVPN
o Rispondi & Rispondi a tutti Inolt
@ estanza-noreply@unitus.it > Rispond © Rispondia tutti 7 Inoltra

A G a. venerdi 27/06/2023 0%:26

@ In caso di problemi di visualizzazione del messaggio, fare clic qui per visualizzarlo in un Web browser,
Questa & un'email automatica.
Non rispondere a questo indirizzo.
Fare click sul link qui sotto per scaricare il file:
Download File
client_1.2025.ovpn

Cuesto link sara attivo per 24 ore. Per qualsiasi problema nello scaricare il file o per riportare un errore scrivere a
usic@unitus.it

©2022-2025 Universita degli Studi della Tuscia - USIC - Ufficio Servizi Informatici di Comunicazione
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DOWNLOAD, INSTALL, AND CONFIGURE OPENVPN

e. Download OpenVPN Connect for Windows from the following link:

https://openvpn.net/client-connect-vpn-for-windows/

f. Click Download OpenVPN Connect and double-click on the downloaded file

Home Downloads

OpenVPN Connect
for Windows

Download official client application that enables you
to securely access your organization's network
resources.

8 Download .msi View Installation Guide & Alternative Versions -

Available for: Windows 10, and Windows 11
Check what's new

Profiles

DISCONNECTED v

CONNECTION STATS

g. Once started, click on next

73 OpenVPN Connect Setup — >

Welcome to the OpenVPN Connect Setup
Wizard

The Setup Wizard will install OpenVPN Connect on your
computer. Click Mext to continue or Cancel to exit the Setup

Wizard.
Back Next Cancel
h. Select Accept and click Next
ﬁ OpenVPN Connect Setup - X
End-User License Agreement
Flease read the following license agreement carefully @
IMPLIED WA_%{RANTIES OF- MERCHANTABILITY AND- FITNESS ()

FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NC EVENT
SHALL THE COPYRIGHT

HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED

TO, PRCCUREMENT OF SUBSTITUTE GCODS OR SERVICES;

LO35 OF USE, DATAR, OR PROFITS; COR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

T accept the terms in the License Agreement

Print Back Next Cancel
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i. Clickinstall

E@ OpenVPN Connect Setup —

Ready to install OpenVPN Connect

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back Gancel
J. Click on Finish

3 OpenVPN Connect Setup — >

Completed the OpenVPN Connect Setup
Wizard

Click the Finish button to exit the Setup Vvizard.

k. Open OpenVPN Connect and click on the "file" tab

OpenVPN Connect

——1 Import Profile

FILE

uRL
https://|

I. Click Browse

OpenVPN Connect -

— Import Profile

Drag and drop to upload .OVPN profile
You can import y O f at a time.
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m. Click download on the left, choose the file you downloaded in step 3.d and click open

Organize = New falder - m @

Tutoring unitus 2 madif

& OneDrive - Person

= This PC
¥ 3D Objects
B Deskiop ¥
Documents ] dlient (1)
Lab2 RIS
Jaguars FitGym-Login-Blendi (1)

# Downloads
I Music

=) Pictures

B videos
Fr Udemy - Pythn Django Dev To Deployment 12/6/2021
&. Local Disk (C) 1 ¥ - Py jang ploy .
v <

om-Python-Hands-On-Crash-Course-For-Data-Science-12-Projects 1 1

File name: |client (1) | | Profiles and Certificates

n. Enter your credentials:

o For TEACHERS, RESEARCHERS, DOCTORAL STUDENTS and TA STAFF:
m username unitus.it\xxx where xxx is the part before @ in the institutional email
m Password: the same as email
o For
m username xxx where xxx is the tax code or name.surname (i.e. the username of
the student portal)
m Password: The same EDL student portal

0. Click on connect:

OpenVPN C:

= Profiles

CONNECTED

= 193.205.147.30 [client (1)]

CONMNECTION STATS

10.8KB/s

A At
OB/s
11.09 KB/S ' 3.05 KB/S
00:00:12 1 sec ago
vou
unitus. it\sadiola.ruko [+

12
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4. USING TUNNELBLICK (ONLY FOR MACOS COMPUTERS WITH ISSUES USING
THE WATCHGUARD CLIENT) — INSTALLATION AND CONFIGURATION

a. Open your browser and type the address:

https://usic.unitus.it/downloads/ovpn/

b. You get the following page:

Area riservata - Universita degli Studi della Tuscia

USIC - DOWNLOADS - OVPN - ver. last

VErsion

8 omeutente@unitus.it

a HFRH A

c. Enter your credentials (the same as the email service).

d. Check your email inbox, open the message from 'estanza-noreply@unitus.it' and click on the
'Download File' link to download the configuration file

Dowload File OVPN
N Rispondi & Rispondi a tutti Inolt
@ estanza-noreply@unitus.it © Rispond © Rispondia tutt 7 Inoltra

A O & AL . venerdi 27/06/2025 0%:26

@ In caso di problemi di visualizzazione del messaggio, fare clic gui per visualizzarlo in un Web browser,
Questa & un'email automatica.
Non rispondere a questo indirizzo.
Fare click sul link qui sotto per scaricare il file:
Download File
client_1.2025.ovpn

Cuesto link sara attivo per 24 ore. Per qualsiasi problema nello scaricare il file o per riportare un errore scrivere a
usic@unitus.it

©2022-2025 Universita degli Studi della Tuscia - USIC - Ufficio Servizi Informatici di Comunicazione
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DOWNLOAD, INSTALL AND CONFIGURE TUNNELBLICK

a. Download Tunnelblick for MAC from the following link (click on the Stable version of the
installer):

https://tunnelblick.net/downloads.html

Tunnelblick free software for OpenVPN on macOS

Home Downloads Support Documents Issues Source Contribute Contact

On This Page
Release Downloads
Verifying Downloads
User Contributions To be notified of new releases, use Tunnelblick's built-in update mechanism or subscribe to the Tunnelblick Announce Mailing List
Download Integrity
Downloading and Installing on macOS Mojave Beta versions are suitable for many users. See Stable vs. Beta for details.

and Higher

Release Downloads

As a Free Software project, Tunnelblick puts its users first. There are no ads, no affiliate marketers, no tracking — we don't even keep lo
technology for fast, easy, private, and secure control of VPNs.

Beta Tunnelblick 8.1beta01 (build 6310, macOS 13+, Universal (Intel, Apple Silicon), notarized) released 2025-04-29 Release Notes
SHA1: 2953e1f9c043762963978314861f1fadfc022bf2 MDS5: 14fd3edSfe18d0a07ceabaddb1aec3e?
SHA256: 1f69d90ade51934e24id5a2d5ae38f87afd3b3a842d508c25d21268e4bale3e2
GnuPG v2 signature

Stable Tunnelblick 8.0 (build 6300, macOS 13+, Universal (Intel, Apple Silicon), notarized) released 2025-04-29 Release Notes
SHA1: 1a8ed7b35cE7e4a2928c1bbded3cadeefiedcIde MDS: 03aa33231231beflcefefdcaba359d54
SHA256: e08925d558959b67c33a09d19b228b004d3bdc000d3d1981c983bf2f9b69d9ch
GnuPG v2 signature

Older See the Deprecated Downloads page. Includes versions for eariier versions of macOS and OS X

b. Double-click on the downloaded file to start the installation
a0e ! Tunnelblick

Double-click to begin
Start mit Doppelklick

N <

Tunnelblick online
Docume... webloc

Double-cliquez pour commencer
Wi Frin

Haga doble clic para comenzar
Doppio click per iniziare
[Baxabl KNMKHWTE ANA Havana
Dubbel-klicka for att bérja

lo para comegar
YL THETS
Dubbelklik om te starten
Dobbelt-klikk for a starte
AlESte{H o|F 88

Feu doble clic per comengar

c. Click on Open and continue with the installation

14
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; ?
“Tunnelblick” & un'app scaricata da internet. Confermi di
volerla aprire?
L'elemento & sull'immagine disco “Tunnelblick_3.8.7a_build_5770 (1).dmg". Chrome

ha scaricato questa immagine disco oggi alle 10:34 da
objects.githubusercontent.com /[ /e o veriiicato [ precenza dimalware @ non
ne ha rilevati

Mostra immagine disco

Annulla

Non avvisarmi quando apro delle applicazioni su questa immagine disco

d. Drag the config.ovpn file downloaded in step 4.d to the Configurations window (on the left)
with the mouse
e. Click on the Tunnelblick icon on the status bar and select "VPN Details"

=
@ © @ Configurazioni 0 - o)
Configuraziond  Alpotto  Proferenze  Utilta Informazion Abilita moa
v Configurazioni Registro  Impostazioni
client

2024-09-06 14:39:25.716211 "Tunneldick: macOS 12.7.5 (21H1222); Tunneldick 4.0.1 (buls 5971)
2024-09-06 14:3925.865752 *Tunneibiickc Attempting connection with client; Sot nameserver = (x00000301; n

connection
2024-09-06 |4$2SM20’TMWMMMSM2SWI 030 0x0210c130

~data-ciphers or change --cipher ' —data-ciphers-faiiback 'AES-
2024-09-06 14:39:26.358660 OpanVPN 2.5.9 x86 64-apole-darwin ISSL (OoenSSLII ILZO1 ILZ41 PKCS1111IM
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g. Select the "Settings" tab

® © ® Configurazioni

Configurazianl  Aspetto Proferenie

v Configurazioni Registto  Impostazioni
client

Connetti: Manualmente
Configura DNS/WINS:  Configura il nameserver
Versiona di OpenVPN:  Ultimo [26.9 - OpenSSL v3.0.13)
Livelio di log delle attivitd VPN:  OpenvVPN livello 3 - output normale
Nel caso di disconnessione:  Non fare alcunché
Nel caso di disc i inasp- :  Non fare alcunché

Monitor delle impostazioni di rete
Instrada tutto il traffico 1IPv4 della rete attraverso la VPN

Non usare IPvE a meno che il server VPN usi esplicitamente IPvE
Disabilita 'interfaccia di rete secondacia

Verifica se Iindirizzo IP pubblico apparente cambia dopo la connessione

Avanzate...

? Copia le informazioni di diagnostica/debug negli Appunti Connetti

h. Under "OpenVPN version" select "2.5.9 — OpenSSL v1.1.1w"

A3 Y L0 B
® © @ Configurazioni @ «/

Configurazionl  Atpoetto  Preforenzo

v Configurazioni Registro  Impostazioni
chient
Connetti o edefinito (2.6.9 - OpenSSL v3.0.13)
Configura DNSIWINS 5 4 13 . OpenSSL vi.1.1w

Versione di OpenVPN (VX BRGFFVASS SRR T

Livello di log delle attivita VPN~ 2.6.9 - OpenSSL viliw
269 - OpenSSL v3.013

Ultimo (2.6.9 - OpenSSL v3.0.13)
g - -y v I ge——
A X A/l diversa per vervosd diverse di Tunnelblick
Monitor delle unpos!'az:om di rete .y " Oothma® oaby slapoalble di
Instrada tutto  traffico IPv4 della rete attrm OpenVPN ¢ LibreSSL. che ¢ inchusa in questa versione di

Non usare IPv6 a meno che il server VPN us Tunachick. Lultima versione potrebbe exsere divena por versions
verse & Tunociblick

Nol caso di disconnessione

Nel caso di disconnessione inaspettata.

Disabikta I'interfaccia di rete secondaria *  Altri valori veeranao wsate le versiond specificate se present! in
Verifica se I'indirizzo IP pubblico apparente questa versione & Tunselbéick. Nel caso s cut la versions
richicata non fosse prosente verrh usata una versione il pio
Avanzate.. possidile vicina 3 quella richics

? Copia le informazioni di diagnostica/debug negli Appunti Connetti

i. Enter your credentials and click Connect (bottom right)

e For TEACHERS, RESEARCHERS, DOCTORAL STUDENTS and TA STAFF:
e username unitus.it\xxx where xxx is the part before @ in the institutional
email
e Password: the same as email

16
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e For STUDENTS:
e username xxx where xxx is the tax code or name.surname (i.e. the username
of the student portal)
e Password: the same as the student portal

Tunnelblick: Richiesto login

E necessario fornire uno username ed una password per
potersi collegare a
client

Username: ||

Salva nel Portachiavi

Password: ®

Codice di sicurezza:
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CAUTION (additional informations)

It is important to know that:

e The VPN connection can be established by any ADSL line, cellular network or other type of
Internet connection.

e The VPN connection should only be used if it is necessary to access resources that are reserved
only for computers directly connected to the University network (bibliographic research,
databases, subscriptions to journals, etc.).

e Using the VPN connection for ordinary browsing (email, web, etc.) is strongly discouraged
because it introduces a slowdown, although almost imperceptible, and risks overloading the
server unnecessarily, preventing other users from using the service.
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